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About the AMLO

What is Money Laundering?

Predicate offences under the Anti-Money Laundering Act of 1999 and
its amendments and other related laws

Protection of Rights of Damaged Persons in Predicate Offense under the Anti-Money Laundering Act B.E. 2542
(1999) in conjunction with the Ministerial Regulation on the Division of Work Units of the Anti-Money Laundering
Office B.E. 2565 (2022)

Know your Customer : KYC

Criteria for Designating or Reviewing List of High-Risk Persons Subject to enhance Monitoring under
the Ministerial Regulation on Customer Due Diligence B.E. 2563 (2020) (The criteria for mule accounts)

What to Know to be away from Money Laundering Threats:
Call Center Gang: Threats via the phone

What to Know to be away from Money Laundering Threats:
What to do when you are deceived by the call center gang to transfer money.

What to Know to be away from Money Laundering Threats:
Online Investment: Trust no one if you are in the following situations:

What to Know to be away from Money Laundering Threats:
What to know to not be targeted by a money laundering network.
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Introauction

Transnational crime and money laundering are crimes that persist and
evolve their pattern over time. Victims, in both numbers and values, are
escalating. Moreover, technological advancement dominates the way people
communicate thus creates several problems such as fake news, public frauds,
and scams (call center). These problems cause damage at all levels i.e, individual,
organization and national, which also affect the image and confidence in the
country. Solving money laundering crime takes not only intense and continuous
suppression measures, but public awareness is also the key factor for prevention.

The Anti-Money Laundering Office (AMLO) awares of the importance of
swiftness in addressing the problem, thus published this infographic handbook
“Prevention and Suppression of Money Laundering Handbook for the Public”
in the hope that it will raise people’s awareness and facilitate the coordination
with AMLO to strengthen the effort to prevent and suppress money laundering,
terrorism financing and proliferation of weapons of mass destruction financing.

August 2023
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The Anti-Money Laundering Office (AMLO) was established in accordance
with Section 40 of the Anti-Money Laundering Act B.E. 2542 (1999) (AMLA) which came into
force since 19 August 1999. Its duty and power are laid out in the Ministerial Regulation on
the Division of Work Units of the Anti-Money Laundering Office B.E. 2565 (2022). It is an
independent and neutral government agency not under the Prime Minister’s Office, or any
ministry with the Secretary-General, who is directly answerable to the Prime Minister, be
responsible for general supervision of the office’s work, as well as its officials and employees,
with the assistance of Deputy Secretary-Generals.

M1

AMLO'’s vision

AMLO was tasked with advising or
proposing opinions to the government or
other agencies on anti-money laundering
(AML) and counter-terrorism and
proliferation of weapons of mass destruction
financing (CTF/CPF) issues, as well as
supervising, examining, proceeding with the
assets connected with the commission of
the offenses under the laws on AML, CTF, CPF
and otherrelevantlaws, including integrating
the cooperation with domestics and
international parties, to ensure that law
enforcement actions are in line with
international standards.

dunviudovnuna:usiuusiuniswanivu
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AMLO'’s powers and

responsibilities

under Section 40 of the Anti-Money
Laundering Act B.E. 2542 (1999) in
conjunction with the Ministerial
Regulation on the Division of Work
Units of the Anti-Money Laundering
Office B.E. 2565 (2022)

uwudauamsaumstovniu
ua:usiuusiuniswoniou

Advise on policies and

measures to the Anti-
Money Laundering Board and the
Cabinet and formulate AML/CFT/
CPF action plans.

Take actions under the

laws on AML/CTF/CPF
and other relevant laws.

Conduct ML/FT/PF

national risk assessment
and disseminate the results to
agencies for supervision of
reporting entities and other
relevant agencies.

b
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Perform any secretarial work and

other tasks in accordance wit

hthe

resolutions of the Anti-Money Laundering
Board, Transaction Committee and Settling
Committee under the laws on anti-money

laundering and Designation Comm

ittee

under counter-terrorism and proliferation

of weapons of mass destruction laws

,and

other Sub-committees appointed by the

Anti-Money Laundering Board.

Supervise, examine and

assess ML/TF/PF risks of
reporting entities, and announce or
notify the names of reporting entities
who failed to comply with the AML/
CFT/CPF laws.

Receive, analyze and disseminate

transaction reports or information and
acknowledge receipt in accordance with AML/
CFT/CPF and other relevant laws, as well as
agreements or obligations made between
domestic and foreign agencies.

Investigate and gather

evidence to proceed with
assets connected with the
commission of an offense, as well as
take legal actions against offenders,
including, protect the rights of
damaged persons under AML/CFT/
CPF and other relevant laws.

5 p - - i,
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Study, analyze, research

and develop database and
body of knowledge relating to the
implementation under AML/CFT/
CPF and other relevant laws.

Perform any other acts as

provided in the laws to be the
powers and duties of the Office, or as
assigned by the Prime Minister or the
Cabinet.

— -~ PR .
;_ dounwdoyawuidu Tnsanedou Uuv. 1710
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Monitor and evaluate the
implementation under
AML/CFT/CPF laws.

Promote and support the

cooperation with people
and relevant domestic and foreign
parties and be the center for
cooperation and coordination in
AML/CFT/CPF of the country. and

25



“cleaning the dirty money”,

Money laundering stages

to disassociate the illegal to integrate money into
properties or assets in funds from the source of the the legitimate financial
order to avoid detection crime thmugh co_mplex and be used for other
. transactions, to eliminate
by the authorities. its source and the link purposes.
to owner.

to transform cash into

The laundered money could be used in other
crimes, such as drugs trafficking, online gambling
website, terrorism, arms trafficking, etc., which affects
the economic system, and national security and image.

Penalties for money laundering
under Section 60 of the Anti-Money Laundering
Act BE. 2542 (1999)

= Fine
Imprisonment Ao Ll S Both

imprisonment

for a term of 1to THB 20,000 to
and fine.

10 years, THB 200,000,

26 drinviulovduna:usiudsiumswaniou S
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Typical method
for money
laundering

'/_> Deposit with financial
""9 institutions/savings
cooperatives

Deposit or transfer money
or assets to be held in
a nominee’'s name

)
02

Deposit in or

other countries

=2

transfer to (account in)

N
©

Purchase high value items,
such as real property,
luxury cars, gold, and
gems, etc.

Invest in stocks
or bonds

$/"’ N\ Exchange into
¥ . .
@’ foreign currencies

=0

Carry cash and
crossing sea or
land border

Launder money through
life insurance policies

P

with investment purposes.

® Launder money in

legitimate casinos
abroad

AN
7][7[7]§

Launder money
by using digital assets
for goods and services

Launder money
through e-money
or e-payment system

Launder money by using
a mule account for illegal
activities, e.g. gambling,
fraud and narcotics

Establish
a shell company

Exchange into fiat currencies
or make international transfer
via informal or underground
banking system

il .
{@i dounwdoyawuidu Tnsanedou Uuv. 1710
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Predicate offences under the
Anti-Money Laundering Act of 1999 and
its amendments and other related laws

Narcotics Human Public fraud Misappropriation Malfeasance in Extortion or Smuggling
trafficking or fraud or office blackmail by
embezzlement claiming influence

of secret society or
criminal association

C E i S @

Terrorism Gambling with Being member Receiving of Counterfeit Intellectual Forgery of
total amount of racketeering stolen property currency, property right documents
from five million or organized seal, stamp, of goods of right,

Baht or above criminal group and ticket electronic cards

or passports

Natural resources Murder or Restrainingor  Theft, extortion, Piracy Unfair trading in Arms,
or environment grievous bodily confining of blackmail, securities, or ammunition,
injury persons for robbery, fraud, or future contract explosive trading
ransom misappropriation

Election of Election of Transnational Terrorism Proliferation Forcing for Election of
member of the member of the organized crime? financing* of weapons labor or member of local
House of House of of mass services® council or local
Representatives’ Senator? destruction executives’
financing®
Remarks:

'Organic Act on the Election of Members of the House of Representative Act B.E. 2561 (2018)
20rganic Act on the Appointment of Member or the House of Senates Act B.E. 2561 (2018)

3 Anti-Participation in Transnational Organized Crime Act B.E. 2556 (2013)

4Counter-Terrorism and Proliferation of Weapon of Mass Destruction Financing Act B.E. 2559 (2016)
5Counter-Terrorism and Proliferation of Weapon of Mass Destruction Financing Act B.E. 2559 (2016)
8 Anti-Human Trafficking Act B.E. 2551 (2008)

’Election of Members of The Local Council or Local Executives Act B.E. 2562 (2019)

dunviudovnuna:usiuusiuniswanivu
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Protection of Rights of Damaged

Persons in Predicate Offense

under the Anti-Money Laundering Act B.E. 2542 (1999) in
conjunction with the Ministerial Regulation on the Division of
Work Units of the Anti-Money Laundering Office B.E. 2565 (2022)

There was a commission of a
predicate offense and there R
was a damaged person from "."
such offense. =

Competent officials published

the matter in the Government

Gazette and AMLO Website to

notify the damaged persons to file a right
protection application.

The application received by

AMLO will be reviewed and

proposed with opinions ——
relating to damages to the [RE:UECEE
Secretary-General before
submitting to the

Transaction Committee for v

opinion.

The Transaction Committee

had an order to temporarily ®
seize or freeze the assets of the a g
offenders. . ! ‘

The right protection application and
relevant documents must be

submitted to the AMLO within

90 days from the date of the bmi

publicationinthe Government
Gazette (except official
holidays and national
holidays).

The Secretary-General submits
the case to the public prosecutor
for filing a petition to the court
for a damaged persons’ right
protection order.

The damaged persons will receive compensation upon the court’s final order or judgment to
return the assets to damaged persons instead of devolving on the State.

Submission methods

By registered mail, with

In person at the Anti-
Money Laundering
Office.

Online submission through
https://khumkrongsit.amlo.go.th/.

or call the AMLO Hotline 1710.

envelope’s corner.

A damaged person may give a power of attorney
to another person to file a request of his/her
behalf (with the power of attorney form and all
documents must be certified for true Cop|es

Damaged persons may follow AMLO’s website for updated information
the assets proceeding process at www.amlo.go.th E
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Know Your v
c u Sto m e r : KYC Thai National Foreigner

Identification Card Passport

4 Additional information such as information

on occupationu work place and signature

Examples of transactions
requiring identification

B T| == ﬁ
| s
Ay g
\‘“%g ': . : X

Opening all types of Deposit-withdrawal Opening e-wallet/
bank accounts -transfer top Up/gift cards

Bill payment Currency exchange

CAR LOAN
—

Trading of precious
metal or stone Trading
of high value used items

Car buying - selling Trading of Trading of Applying for
- leasing antique art piece real estate credit card

copY m

To prevent forgery To verify the person To prevent criminals
or impersonation conducting transaction from conducting transaction

The law requires financial institutions and professions under Section 16 to conduct
customer identification. Failure is subjected to penalties under the law.

U

@® Chip or the laser code is used for verification of data on and status of the identification card, which financial institutions
and professions under Section 16 see on the original.

Personal information obtained by financial institutions and professions is governed by the Law on the
Protection of Personal Data. Financial institutions and professions can only use the information for
the purpose under Anti-Money Laundering law.

o
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Criteria for Designating or
Reviewing List of High-Risk

Persons Subject

to enhance Monitoring under
the Ministerial Regulation on
Customer Due Diligence

B.E. 2563 (2020)

(The criteria for mule accounts)

The Anti-Money Laundering Office Notification concerning Criteria
for Designating or Reviewing List of High-Risk Customers Subject to
enhance Monitoring under the Ministerial Regulation on Customer Due
Diligence B.E. 2563 (2020) which took effect on 12 January 2023 prescribed
the criteria for mule accounts, by categorizing persons involved in the
commission of predicate offense or being an owner of bank account that
was used for commission of a predicate offence commission of a predicate
offence into two groups, i.e.

In the case that
officer accepted
case and issued

al case number

In the case that i
officer did not acc
the case and did
issue a criminal ¢

‘“"”‘w n _ _ .
%”;_ dounwdoyawuidu Tnsanedou Uuv. 1710 31
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In the case that inquiry officer accepted ¥
the case and issued a criminal case number 's\,;

Criminal Case

No.. Being a person involved in a case
that a complaint had been filed for
a predicate offense that inquiry
officer accepted the case and
issued a criminal case number, or
being an owner of bank account
that was used for commission of a
predicate offense:

L
L]

o)

e-transaction

charnels
BANK

1234 5678 98

The bank immediately
limits access to electronic

transaction channels. 'Jj '@@
LLLY).

LD
lEEHI]Y JENKI

(-

W The bank re-classifies the
f@\ I customer’s risk level to high,
< and conducts enhanced due
4[ T : diligence (EDD)
_ |

After the examination, if there is
information and evidence
suggesting that any specific bank
account was not involved with the
commission of the offense, the
account will be allowed for
electronic transaction.

MOBILE
BANK

32 dunviulovnunazusiuusiuniswoniou {Eg’%
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In the case that inquiry officer did not accept
the case and did not issue a criminal case number

Being a person involved in a commission of a
predicate offense or an owner of bank account that

was used for commission of a predicate offense,

which complaint was filed, but the inquiry

officer did not accept and issue criminal

case number by way of being informed

by a respective authority, the Royal Thai f .

Police, a bank, AMLO or other agencies: b - J 4

Hifzv':ifk The bank re-classifies the customer’s risk
level to high and conducts enhanced due
diligence (EDD) by requiring the customer
whose name is on the list to provide

additional information within three days
(from being informed by the bank).

BANK NAME
- )
1234 3678 9876 3432
After the examination, if there is v

information and evidence suggesting e
that any specific bank account was not
involved with the commission of the
offense, the account will be allowed for
electronic transaction.

1234 5678 9876 3432
LEEROY JENKINS
] 19

If information or evidence was
not received within the
specified time, the bank will
limit access to electronic
transaction channels.

%ré%“&_ dounudoyamuiau Tnsanedou UUL. 1710
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Criteria for delisting

Persons listed

for over 3 years
& . —

1. After three years from the
\ date the name was listed by the
working group’s resolution,
unless there is probable evidence
to delist prior to the end of the
said period; or

h sa ‘4

2- The respective agency made a request to AMLO for delisting
as the person was not involved in a predicate offense.

2, B _
Responsible Agency

If any bank account was found that
it was intentionally opened for
receiving money from a commission
of a predicate offenses, the person

opening that account will be liable
for money laundering offense and
subject to an imprisonment from 1
to 10 years, or a fine from THB
20,000 to THB 200,000, or both.

Anti-Money Laundering Office (AMLO)
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Call Center Gang:

via the phone

'. Making phone call to a
victim - claiming to be an
AMLO official or an official of
other agencies, e.g. police,
public prosecutor, judge, etc,,
and telling the victim that
he/she is a suspect in a money
laundering case, and funds
must be transferred to the
AMLO for examination, and
would be returned if the victim
was not involved with the
money laundering.

In such event,

2. Telling the victim to add
the scammer as a friend on
LINE application - after that,
the scammer would use fake
government documents to
create credibility and then tell
the victim to transfer funds to a
bank account (mule account).

3. Cannot be contacted, the
victim ended up losing the
money - once fell victim and
transferred, the money will be
immediately transferred to
other accounts or withdrawn in
cash, and then the victim’s
LINE/phone would be blocked
to cut off his/her contact.
Finally, the money is gone
forever.

-

In the process of examination of assets of offenders and associates under the
AMLA, please keep in mind that AMLO would never issues any credentials for any
person to represent AMLO in the asset examination process and would never ask

anyone to transfer money to AMLO for examination.

\_

_/
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What to do when you are deceived
by the call center gang to transfer money.

When you are deceived by the

. 3 call center gang to transfer money,

l you should immediately;

Call the bank that
the money was
transferred to and
ask for the “case ID”

Inform the case ID to
the police via online
reporting system

https://thaipoliceonline.com/

il
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vnat'to Know 1o be away imm\
vioney Laundering I nreats

. T

Online Investment:
Trust no one

if you are in the following

situations:

'- Building a reputation - referring to \
well-known individuals to convince people, using

an elegant profile picture to promote or advertise

for an investment, usually on social media such as
Facebook, LINE application, etc.

-

N
\ J 2. Advertising exaggeratedly
’ — guarantee for quick returns, and at
unrealistically high rates.
N

3- Asking to transfer money - After the
victim transferred, initially you would get such
returns, and invest more in higher amount.
Afterwards, the scammers would make excuses
for not being able to transfer the returns. Finally, \m N,
they cannot be contacted, and the victims’ v

money is all gone.

.\

all .
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Check information to be sure, both the
person or the agency they are claiming to be
by making a call yourself to that person or
agency.

Always check your pass transactions to

ensure that they are normal. If you find any
abnormality, inform your bank immediately.

Check whether the phone number calling

is actually the government agency’s number.
In normal circumstances, government agencies will
never conduct a transaction over the phone, nor will
contact any person directly and out of office hours.

If you fell victim transferred your money

to a scammetr, call the receiving bank to freeze
the account.
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